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1. Introduction

This document is a specification for the general approach that must be taken when accessing a Revenue Online Service web service. ROS web services are built on industry standard technologies. They are available over the Internet and ensure the same level of privacy and security as the ROS web site.

2. Address and Protocol


2.1. WSDL

The Web Services Description Language (WSDL) file, which describes this service, is available at:


https://www.ros.ie/ schemas/ros.wsdl

WSDL is a W3C standard for describing web services. The ROS WSDL file lists each of the services that are available on ROS, references any of the necessary schemas, and indicates where the services may be accessed.

2.2. Web Service

As indicated in the WSDL file, the ROS Web Service is available at:


https://www.ros.ie/service
There are two important things to note about this address.

· It uses the HTTPS protocol: this ensures the privacy of all communication between ROS and the web service client. 

· There is a single address for all of the ROS web services: which web service you wish to call is determined by the “Operation” header (see section 4 below). 

Please note that the above URL is the endpoint of the Live ROS web service. For testing purposes we provide two environments for developers. The two environments are collectively known as the Public Interface Test Facility (PIT). 

There are two versions of PIT:

· Live Level (https://rospublictest.ros.ie/service)

· Development Level (https://rospublictestnextversion.ros.ie/service)

More information about the two PIT environments can be found at http://www.ros.ie/devcentre/ros-developer-helpcentre.html
3. Namespaces, Schemas and Locations

The ROS web service uses several namespaces.

· A base schema is used by all of the ROS schemas to provide elementary data types. These data types often build upon W3C data types.

· Each form or service in ROS may have its own namespace. These are defined in the appropriate documentation.

· The web service’s WSDL file exists in its own namespace.

Except for the web service, the schema for a namespace can be retrieved from the location resulting in appending schema.xsd to the namespace. Details of the web service namespaces are detailed in the WSDL file.

	Description
	Namespace
	Location

	Basic types for ROS schemas and web services
	http://www.ros.ie/schemas/rostypes/
	http://www.ros.ie/schemas/rostypes/schema.xsd

	Web service messages, operations, bindings, etc.
	http://www.ros.ie/schemas/service/
	http://www.ros.ie/schemas/ros.wsdl


4. Specify Operation

All of the ROS web services are available at a single address. Thus, some mechanism is required to allow you to indicate which web service you wish to call. This is done using an Operation header element.

This element is defined in the WSDL file. It specifies which web service is being called. The valid values for it are enumerated in the WSDL file. Check the documentation for the particular web service to determine which value should be used.

5. Digital Signature

Any ROS web service request that either returns confidential information or accepts a submission of information must be digitally signed. This must be done using a digital certificate that has been previously retrieved from ROS. The digital signature must be applied to the message in accordance with the WS-Security specification.

As there is no way to indicate which web services require digital certificates from within the WSDL file, it will be necessary to refer to the documentation for the web service.

If an appropriate digital signature is not attached, a SOAP Fault will be returned. The fault code will be “Server.” The fault string will provide more information on what exactly was the problem. This string will be one of the following:

	Signature required

	Invalid signature

	No permission

	Certificate Expired


5.1. Signature Form

If the signature deviates from the following form, it will be considered invalid. Refer to the signed Form11/File message in Section 7.2 for an example of a valid signature.

5.1.1 Namespaces

There are two valid approaches to this:

1. Pre-Oasis Standards

· The WS-Security namespace should be http://schemas.xmlsoap.org/ws/2002/07/secext 
· The XML Digital Signature namespace should be http://www.w3.org/TR/2009/REC-xml-names-20091208/.

2. Oasis Standards
· The WS-Security namespace should be 
 http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
· The WSU namespace should be 
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
· All Id references should now be of the form wsu:Id
eg <x:myElement wsu:Id="ID1" xmlns:x="..." xmlns:wsu="..."/> 


· The XML Digital Signature namespace should be http://www.w3.org/TR/xmldsig-core/.

5.1.2 Security Token

The X509 certificate used to sign the message should be included in the message as a Base64 encoded BinarySecurityToken element (Envelope/Header/Security/BinarySecurityToken). BinarySecurityToken/EncodingType should have a value of Base64Binary (prefixed by the WS-Security namespace prefix, i.e. “wsse:Base64Binary”). BinarySecurityToken/ValueType should have a value of X509v3 (prefixed by the WS-Security namespace prefix, i.e. “wsse:X509v3”).

The BinarySecurityToken should be referenced by a SecurityTokenReference element  (Envelope/Header/Security/Signature/KeyInfo/SecurityTokenReference). SecurityTokenReference/Reference/URI should reference the Id attribute of the BinarySecurityToken element as a URI. For example, if the Id attribute of the BinarySecurityToken was “X509Token”, the URI attribute of the Reference subelement should be “#X509Token”.

5.1.3 Signature

Canonicalization

The Canonicalization Algorithm should be XML-EXC-C14N (Exclusive Canonicalization)  - http://www.w3.org/TR/xml-exc-c14n/
Signature Algorithm

The Signature Algorithm should be SHA1withRSA - http://www.w3.org/2000/09/xmldsig - rsa-sha1
References

There should be two Reference (Envelope/Header/Security/Signature/SignedInfo/Reference) elements. These should correspond to two signed elements within the message, Body and Operation, which should have Id attributes with a value of ‘MsgBody’ and ‘MsgOperation’ respectively.

Each Reference should have a single transform: Exclusive Canonicalization (see the URI above).

The Digest Algorithm should be SHA1 - http://www.w3.org/2000/09/xmldsig#sha1
5.2. Opening ROS PKCS#12 Files

Each customer of ROS will have a digital certificate and private key installed on their computer. These are stored in an industry standard PKCS#12 file. The PKCS#12 files for all the users of a computer will be in c:\ros\roscerts while on a Mac they will be in ${user.home}/ROS/RosCerts (where ${user.home} is the user’s home directory).

In order to create a digital signature, the private key of the customer must be accessed. A password is required to retrieve the private key from the P12 file. This password can be obtained by prompting the user for their password. 

The password on the P12 is not the same as the password entered by the customer. It is in fact the MD5 hash of that password, followed by the Base64-encoding of the resultant bytes.

To calculate the hashed password, follow these steps:

· First get the bytes of the original password, assuming a "Latin-1" encoding. For the password "Baltimore1," these bytes are: 66 97 108 116 105 109 111 114 101 49 44 (i.e. the value of "B" is 66, "a" is 97, etc).

· Then get the MD5 hash of these bytes. MD5 is a standard, public algorithm. Once again, for the password "Baltimore1," these bytes work out as: 223 238 161 24 62 121 39 143 115 167 51 163 245 231 226 94

· Finally, create the new password by Base64-encoding the bytes from the previous step. For example, the password, "Baltimore1," this is “3+6hGD55J49zpzOj9efiXg==”.

This new password can then be used to open a standard ROS P12 file.

6. Interpreting the Response

The response from each service will be as defined in the WSDL file and the corresponding service’s documentation. There are a couple of things which may be common to the responses – though none of the responses are required to have any of these elements. These are most likely to appear in response of form filing web services.

6.1. AcknowledgementType

This type may be extended, instantiated or used by any form filing web service to return an acknowledgement. It has an attribute that indicates whether or not the operation was successful and then a NoticeNumber, an ErrorList, or both.

This type can also be extended to return additional information specific to the form being submitted.

6.2. NoticeNumber

A NoticeNumber is used to uniquely identify forms and inbox documents on ROS. If a form is successfully submitted to ROS using a web service, the acknowledgement will include a NoticeNumber which can be used for future reference.

6.3. ErrorList and Error

If a call to a web service requires validation of the submitted values, then one possible return will be an ErrorList. This will contain all the detectable errors on the form.

An ErrorList can contain a series of Errors and nested ErrorLists. 

Each Error has two attributes and a text description of the error as the content of the element. The first attribute, target, identifies the value that caused the error. The second attribute is a code for the type of error. These will be listed in full in the corresponding web service’s documentation.

A nested ErrorList will also have a target attribute. This attribute is used to identify for which sub-element of the form the ErrorList applies. The possible values of this attribute will also be listed in the appropriate web service’s documentation.

There are a few standard codes for the code attribute of the Error element listed here. Each form may define more.

	Code
	Meaning

	1
	This field is required, but is missing

	2
	The value submitted for this field is in an invalid format

	3
	The value submitted for this numeric field is greater than the maximum permissible

	4
	The value submitted for this numeric field is lass than the minimum permissible

	5
	The value submitted for this alphanumeric field is longer than the maximum permissible

	6
	The value submitted for this alphanumeric field is shorter than the minimum permissible


7. Examples

7.1. Request to validate and calculate a Form11:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Header>



<Operation xmlns="http://www.ros.ie/schemas/service/">Form11/Calculate</Operation>


</soap:Header>


<soap:Body>



<Form11 xmlns=”http://www.ros.ie/schemas/form11/v3/”





periodstart="06/04/2001"





periodend="31/12/2001"





currency="P"





formversion="2"





language="E"





shortnoarequested="false">




<Personal>





<Details surname=”Smith” firstname=”Bob”







dobself=”02/02/1922” ppsnself=”1234567T”/>





<Marital status="2" ppsnspouse="1234567TW" stanceschange="false"







prevstatus="0" assessment="1" previousassessment="0"







dobspouse="02/02/1922" wereassessspouse="false"







aremaintspouse="false" weremaintspouse="false" nochildren="3" />





<Indicators medcardself="true" medcardspouse="false" prsiself="false"







prsispouse="true" dirself="true" dirspouse="false" domicileself="false"







domicilespouse="true" citizenself="true" citizenspouse="false"







farmerself="false" farmerspouse="true" expressdoubt="true"







details="I am unsure about some details" />




</Personal>



</Form11>


</soap:Body>

</soap:Envelope>

7.2. Request to validate, calculate & submit using Non-Oasis Standards:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Header>



<wsse:Security xmlns:wsse=”http://schemas.xmlsoap.org/ws/2002/07/secext”>




<wsse:BinarySecurityToken ValueType=”wsse:X509v3”





 EncodingType=”wsse:Base64Binary” Id=”X509Token”>





MIIEZzCcA9cgwaABQfd86afd2g...




</wsse:BinarySecurityToken>




<ds:Signature xmlns:ds=”http://www.w3.org/2000/09/xmldsig#”>





<ds:SignedInfo>






<ds:CanonicalizationMethod>








Algorithm=”http://www.w3.org/2001/10/xml-enc-c14n#”/>






</ds:CanonicalizationMethod>






<ds:SignatureMethod








Algorithm=” http://www.w3.org/2000/09/xmldsig#rsa-sha1”/>






<ds:Reference URI=”#MsgOperation”>







<ds:Transforms>

            


<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

          


</ds:Transforms>







<ds:DigestMethod Algorithm=”http://www.w3.org/2000/09/xmldsig#sha1”/>







<ds:DigestValue>DJbchm5gk...</ds:DigestValue>






</ds:Reference>






<ds:Reference URI=”#MsgBody”>







<ds:Transforms>

            


<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

          


</ds:Transforms>







<ds:DigestMethod Algorithm=”http://www.w3.org/2000/09/xmldsig#sha1”/>







<ds:DigestValue>DJbchm5gk...</ds:DigestValue>






</ds:Reference>





</ds:SignedInfo>





<ds:SignatureValue>LyLsF0pi4wPu...</ds:SignatureValue>





<ds:KeyInfo>






<wsse:SecurityTokenReference>







<wsse:Reference URI=”#X509Token”/>






</wsse:SecurityTokenReference>





</ds:KeyInfo>




</ds:Signature>



</wsse:Security>



<Operation xmlns="http://www.ros.ie/schemas/service/"





id=”MsgOperation”>Form11/File</Operation>


</soap:Header>


<soap:Body id=”MsgBody”>



<Form11 xmlns=”http://www.ros.ie/schemas/form11/v3/”





periodstart="06/04/2001"





periodend="31/12/2001"





currency="P"





formversion="2"





language="E"





shortnoarequested="false">




<Personal>





<Details surname=”Smith” firstname=”Bob”







dobself=”02/02/1922” ppsnself=”1234567T”/>





<Marital status="2" ppsnspouse="1234567TW" stanceschange="false"







prevstatus="0" assessment="1" previousassessment="0"







dobspouse="02/02/1922" wereassessspouse="false"







aremaintspouse="false" weremaintspouse="false" nochildren="3" />





<Indicators medcardself="true" medcardspouse="false" prsiself="false"







prsispouse="true" dirself="true" dirspouse="false" domicileself="false"







domicilespouse="true" citizenself="true" citizenspouse="false"







farmerself="false" farmerspouse="true" expressdoubt="true"







details="I am unsure about some details" />




</Personal>



</Form11>


</soap:Body>

</soap:Envelope>

7.3. Request to validate, calculate & submit using Oasis Standards:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

  <soapenv:Header>

<ns1:Operation soapenv:mustUnderstand="0" wsu:Id="MsgOperation"  xmlns:ns1="http://www.ros.ie/schemas/service/" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xsd:string">


Form11/File  </ns1:Operation>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-  0wssecurity-secext-1.0.xsd">

<wsse:BinarySecurityToken EncodingType="wsse:Base64Binary" ValueType="wsse:X509v3" wsu:Id="X509Token" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

      MIIDFDCCAfygAwIBAgIRAMCvIY6gcy1WyyHIykv5504wDQYJKoZIhvcNAQEFBQAw

      ZTELMAkGA1UEBhMCSUUxHjAcBgNVBAoTFVJldmVudWUgQ29tbWlzc2lvbmVyczEg

      MB4GA1UECxMXUmV2ZW51ZSBPbi1MaW5lIFNlcnZpY2UxFDASBgNVBAMTC1JPUyBS

      U0EgQ0EyMB4XDTA0MDczMDA5NTI1OVoXDTA2MDczMDA5NTI1OVoweTEsMCoGA1UE

      AxMjT0ZGSUNFIE9GIFRIRSBSRVZFTlVFIENPTU1JU1NJT05FUlMxDjAMBgNVBAsT

      BTExODc2MSwwKgYDVQQKEyNPRkZJQ0UgT0YgVEhFIFJFVkVOVUUgQ09NTUlTU0lP

      TkVSUzELMAkGA1UEBhMCSUUwgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBAJcZ

      rHPrBTvufrjFWpO/9NjQjSSUkGHtF6OmJqHEL4a7qaOVNNV1ntATaXcSm+8REubR

      DvvFyB6EHVfIR0LL6rshyuIgZfFyXMgvlTUvUBALEKwE2vL3BVFAjoCQcHruUZ0T

      IZqzSiuwdwKeZ5hr1RyfVhVwzRixLmVilq7TzK1BAgMBAAGjLzAtMAsGA1UdDwQE

      AwIGwDAeBgNVHREEFzAVgRNhbnlib2R5QGFkZHJlc3MuY29tMA0GCSqGSIb3DQEB

      BQUAA4IBAQAomch4Iq9dP0Kn8I/1eN6nRKH+R7ZPOAoXjUIrGP4XuXT1curgcb4B

      k04QUrMMVkP0e8PIu6h+8dHdmFiiif/DKLUVkG9fcJgvdvw+kYj4BNr1VhWx8RDR

      Edyo9RiKdhu5seooq0esDJIOuspmJLtMv2gzzVMgsrUYsQAcxl6UI7BgYmu6QH+z

      QQRR/Zsu0XHc4mokuVfVn/v/cauvYnsaqcMnPUaRr9V7UF6Z6ebbFF0gl5NQQwmi

      kFhFsxz8KwOnkZeEaDa8sseRsCGKAaFBe55G/SJp35MGxXXL4q8X7ur2CQ5iGLS1

      LN7seAR5wZMPLJnFt6VkK8OnGD+ns7E1

       </wsse:BinarySecurityToken>

       <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

          <ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

             <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

             <ds:Reference URI="#MsgOperation">

                <ds:Transforms>

                   <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                </ds:Transforms>

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                <ds:DigestValue>xaba03K9xkRHzj5GlBlPBEn/aiU=</ds:DigestValue>

             </ds:Reference>

             <ds:Reference URI="#MsgBody">

                <ds:Transforms>

                   <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                </ds:Transforms>

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                <ds:DigestValue>T2cgKBpwlOV77ahdVaD3JVT1OvU=</ds:DigestValue>

             </ds:Reference>

          </ds:SignedInfo>

          <ds:SignatureValue>

        

jLoF5vv+SpTszThUFXG8ptvx9hMEtUIRAk+/sNuA/pdFMTt4YKdvu7aGMDZHmeLk

        

6wRDjcsuN5SsmLKY54JHqbvrEnJqXr9gaIet+UUrRkNTWqYSDsx7l4LB3LHEgHRT

        

QzqhBZlyOviIpmRWXdr1dcJWJoRtat7DcJFrmJeXSFw=

          </ds:SignatureValue>

          <ds:KeyInfo>

             <wsse:SecurityTokenReference>

                <wsse:Reference URI="#X509Token"/>

             </wsse:SecurityTokenReference>

          </ds:KeyInfo>

       </ds:Signature>

  </wsse:Security>

  </soapenv:Header>

<soapenv:Body wsu:Id="MsgBody" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

<Form11 currency="E" formversion="4" language="E" periodend="31/12/2003"   periodstart="01/01/2003" product="ROS LAUNCHER" shortnoarequested="false">

   
<Personal>

     

<Details firstname="new" ppsnself="0118178B" surname="case one"/>

<Marital aremaintspouse="false" assessment="1" previousassessment="0" prevstatus="0" stanceschange="false" status="2" wereassessspouse="false" weremaintspouse="false"/>

<Indicators citizenself="false" citizenspouse="false" dirself="false" dirspouse="false" domicileself="false" domicilespouse="false" expressdoubt="false" farmerself="true" farmerspouse="false" medcardself="false" medcardspouse="false" prsiself="false" prsispouse="false"/>

      </Personal>

   </Form11>

  </soapenv:Body>

</soapenv:Envelope>

7.4. Response for a Form 11 that could not be successfully validated:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Body>



<Form11Acknowledgement xmlns=”http://www.ros.ie/schemas/form11/v3/”





success=”false”>




<ErrorList xmlns=”http://www.ros.ie/schemas/rostypes/”>





<Error target=”Personal” code=”101”>






The personal details section has errors





</Error>





<ErrorList target=”Personal”>






<Error target=”dobself” code=”101”>







The date of birth cannot be after today






</Error>





</ErrorList>




</ErrorList>



</ Form11Acknowledgement>


</soap:Body>

</soap:Envelope>

7.5. Response for a Form 11 that was successfully submitted:

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Body>



<Form11Acknowledegment xmlns=”http://www.ros.ie/schemas/form11/v3/”





success=”true”>




<NoticeNumber xmlns=”http://www.ros.ie/schemas/rostypes/”>1111111L</NoticeNumber>




<SummaryCalculation>





...




</SummaryCalculation>



</ Form11Acknowledegment >


</soap:Body>

</soap:Envelope>
7.6. Response from a request that contained an invalid signature

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Fault>



<faultcode>soap:Server</faultcode>



<faultstring>Invalid signature</faultstring>


</soap:Fault>

</soap:Envelope>
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